
      In the ever-changing world of data pri-
vacy, there is a new development in Kentucky 
of which to be aware. During the 2022 legis-
lative session, Kentucky’s General Assembly 
passed House Bill (“HB”) 474, the Insurance 
Data Security Law (the “Act”). See Ky. Rev. 
Stat. §§ 304.3-750 – 304.3-768. The Act gives 
insurers and other “licensees” some time to 
comply with its provisions and most insurers 
will be ready to do so. But Kentucky insurance 
defense counsel may not be prepared for the 
Act’s impact. 
	 The Act took effect on January 1, 2023. 
It gives licensees two years to implement a 
compliant information security program. 
A “licensee” is defined as “any person who 

is, or is required to be, licensed, 
authorized to operate, or reg-
istered pursuant to the insur-
ance laws of [Kentucky].” KRS 
304.3-750(6)(a). Beginning on 
February 15, 2025, licensees must 
certify to the Kentucky Insurance 
Commissioner that their plan 
complies. KRS 304.3-756(9). After 

that, the statute requires certification yearly, 

and the Insurance Commissioner will retain 
enforcement authority to investigate possible 
violations of the Act. Id.
	 The Act requires insurers’ security plans 
to be “[c]ommensurate with the size and 
complexity of the licensee,” the sensitivity of 
nonpublic information it holds, and other fac-
tors, “including its use of third-party service 
providers.” KRS 304.3-756(2). That’s where 
attorneys come in. Under the Act, a “third-
party service provider” includes an individual, 
organization, or business who contracts with 
a licensee to “maintain, process, or store non-
public information” or “[i]s otherwise permit-
ted access to nonpublic information through 
its provision of services to a licensee.” KRS 
304.3-750(10).  Defense attorneys frequently 
gain access to medical, financial, and other 
private information from carriers during lit-
igation, and therefore meet the definition of 
third-party service providers under the new 
statute.
	 Additionally, the Act requires licensees 
who use third-party service providers (includ-
ing attorneys) to:
(a)  Choose them with due diligence; and

(b) Require the provider to “implement 
appropriate administrative, technical, 
and physical measures to protect and 
secure the information systems and 
nonpublic information that are acces-
sible to, or held by, the third-party ser-
vice provider.”

KRS 304.3-756(6). 
	 Reading these parts of the statute 
together, insurers cannot properly certify 
their own compliance with the Act without 
first determining that their defense counsel is 
protecting nonpublic data accessed from the 
carrier. Some insurers may require defense 
counsel to make their own independent cer-
tification. Others may send surveys to defense 
counsel about their cyber precautions. No 
matter how they ask the question, when insur-
ers make their certification to the Insurance 
Commissioner, they will be relying upon 
the answers their defense counsel provided. 
Accordingly, to respond properly, defense 
counsel will have to understand what the car-
riers must certify.
	 Section 4(4) of the Act provides a com-
prehensive list of the requirements in an 
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insurer’s security plan. Understanding and 
meeting these requirements will help a law 
firm show it has a compliant program.

APPOINT A CISO
	 Under the Act, each carrier must appoint 
one person as being responsible for its security 
program. KRS 304.3-756(3)(a). Corporations 
commonly refer to this as a “Chief Information 
Security Officer,” or “CISO.” The CISO may 
be an officer, employee, affiliate, or outside 
vendor. 
	 Who is an appropriate CISO? The 
position requires expertise in information 
security. Many CISOs have sought certifica-
tion by the International Organization for 
Standardization (“ISO”), most commonly 
under the ISO 27001 standard, recognized 
internationally as an appropriate framework 
for information security. When developing 
their own compliant program and consid-
ering someone for the CISO position, firms 
should inquire whether the candidate has the 
ISO 27001 certification (or other appropriate 
credential). They might also ask whether the 
candidate has earned a Certified Information 

Privacy Professional (“CIPP”) designation 
from the International Association of Privacy 
Professionals (“IAPP”). The two most appro-
priate IAPP designations would be CIPP/
US (certifying the candidate as knowledge-
able about privacy laws in the United States), 
and CIPM (Certified Information Privacy 
Manager).
	 Some law firms may have attorneys or 
technical staff holding one or more of these 
certifications. Those who do not may want to 
consider designating an outside law firm or 
cybersecurity company as their CISO.

CONSIDER THE THREATS TO
INFORMATION SECURITY
	 The statute also requires insurers to 
anticipate “reasonably foreseeable” threats—
both internal and external—that might result 
in unauthorized access to private data. KRS 
304.3-756(3)(b). A CISO (or an attorney who 
stays abreast of such threats) can lead the firm 
in this exercise.
	 The American Bar Association’s 2020 
Legal Technology Survey reported that 29% 
of the responding firms had experienced 

a data breach. Another 21% did not know 
whether they had ever suffered a breach.1  
More than ten years ago, the Federal Bureau 
of Investigation warned that there were only 
two kinds of law firms: those that had suffered 
a breach, and those that would. The problem 
has only gotten worse since that warning.

Past attacks have come through:
•	 Broadcast malware links (via emails 

sent to many users);
•	 More targeted emails with malware 

links—often information gained from 
a broadcast email will give a hacker 
information to target those in the 
C-Suite of a corporation, or users who 
handle wire transfers or 
other financial transactions 
for a firm; and/or

•	 Spoofed web pages or email 
addresses.

	 Firms can reasonably antic-
ipate that such attacks will con-
tinue. But they must also be aware 
that the techniques used by hackers change 
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constantly. Being prepared for last year’s 
(or last week’s) methods are not likely to be 
enough. Firms, or their CISOs, will need to be 
vigilant for new kinds of attacks.
	 One example of such change is what has 
occurred with ransomware over the past few 
years. In its early days (late 1990s) ransom-
ware used a broadcast technique, at first being 
put on floppy discs that would install mal-
ware on a computer when the disc was used. 
The next wave saw ransomware being sent 
directly to thousands or even millions of email 
addresses. No matter how the malware first 
got into a victim’s computer, the mechanism 
was the same after that. The malware would 
encrypt the user’s data, making it unintelligi-
ble without a decryption key. Ransoms were 
in the hundreds of dollars, and the chance that 
a victim would get a usable decryption key in 
exchange for the ransom was high. Hackers 
who used this technique often purchased 
their malware kits from various organized 
crime groups. The more successful ones used 
a customer service model, even to the point 
of setting up toll-free numbers that victims 
could call for help about obtaining bitcoin to 
pay ransoms or other assistance.

	 Around 2015, the criminal organizations 
supplying ransomware kits determined they 
could make more money by cutting out the 
intermediaries. Instead of the broadcasting 
method, these groups would use social engi-
neering and other techniques to send more 
targeted emails to specific organizations. In 
2016, the Hollywood Presbyterian Hospital 
paid what was then one of the largest ran-
soms—$17,000—to regain access to its data.
	 The latest evolution of ransomware is 
about as far from the early “customer-ser-
vice” days as imaginable. Now hackers not 
only encrypt a victim’s data, but they extract 
data containing personal information of a 
company’s clients and threaten to release that 
data unless the company pays the ransom 
within a specific time. Such criminals have 
released private data to back up that threat. 
This element of extortion also comes with an 
increased price. Ransomware demands of $50 
million are common now, and security con-
sulting group Unit 42 reports that the average 
ransomware payment in 2021 was $570,000, 
compared to $312,000 the prior year.2
	 In 2016, the Moses Alfonso Ryan law 
firm was hit by the WannaCry malware.3 

It locked the firm’s billing system for three 
months. The firm lost $700,000 in client 
billings and paid ransom in an undisclosed 
amount.
	 Law firms can reasonably anticipate that 
they may be the target of ransomware, but 
they must also prepare for changes in how 
hackers may take advantage of a ransom sit-
uation.

ASSESS THE LIKELIHOOD OF THE 
VARIOUS THREATS AND THE
INFORMATION THREATENED
	 After cataloguing the foreseeable threats, 
firms must consider how likely they are to 
occur. They also must weigh that likelihood 
against the information that particular kinds 
of attacks may threaten. For exam-
ple, the information that firms may 
hold about their employees may 
differ significantly from the data 
they gather to conduct their day-
to-day business. In its 2022 report, 
NetDiligence alerted firms con-
ducting real estate business that 
they will be increasingly targeted, 
as hackers attempt to gain information that 
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may allow them to intercept or redirect wire 
transfers.4
	 A law firm that primarily conducts 
insurance defense might not deal with wire 
transfers as often as a real estate firm. Most 
settlements in insurance defense cases are still 
accomplished using checks. But wire transfers 
are sometimes used in such cases, particularly 
where structured settlements are used. But 
even if the likelihood of a hacker redirecting 
a wire transfer may not be as great for an 
insurance defense firm, the potential impact 
such an attack might have on a law firm could 
still make it worthwhile to consider strategies 
to protect that kind of information. Highly 
sensitive data requires more protection even 
when the risk of disclosure is low.
	 Insurance defense firms also possess a 

great deal of health care informa-
tion about the plaintiffs in their 
cases. Medical information is 
among the most sought after by 
hackers, as shown by the amounts 
such records command in illegal 
markets. Forbes reported in 2017 
that credit card records may be 
worth as little as 25 cents in such 
markets, while medical records can 

be worth hundreds or thousands of dollars.5  

Criminals use the information in medical 
records for many purposes, including making 
fraudulent insurance claims or extorting the 
victim with embarrassing information.

ASSESS CURRENT PROCEDURES
	 The Act next requires insurers to assess 
their current procedures and refine them or 
add new ones where necessary.
	 Does a law firm train its employees and 
management on existing threats and how to 
avoid them? Proper training remains one 
of the most effective procedures a firm can 
adopt to keep secure the information it holds. 
Various vendors offer cybersecurity training 
videos that can help with training. Mitnick 
Security (headed by Kevin Mitnick, once a 
hacker but now a consultant) is one of the 
better known. A Google search for “cyberse-
curity training videos for employees” yields 
many others, some offering videos at low 
or no cost. The federal Cybersecurity and 
Infrastructure Security Agency offers a down-
loadable Workforce Training Guide that can 
help employers create in-house training pro-
grams.6
	 Training is best when it is tested, and 

many law firms now use services that will send 
their employees fake phishing emails to iden-
tify employees who may be susceptible to such 
attacks—a technique known as “penetration 
testing.” Employees who click on links in such 
emails are candidates for remedial training 
and further testing.  
	 Law firms also should consider their 
hardware and software design. Can individ-
ual employees or attorneys install software on 
their work-issued computers? Do they bring 
their own devices to work, or do firm work on 
their personal devices remotely? The answers 
to these questions will affect the firm’s risk 
level. Learning these answers may spur the 
firm to create procedures governing the use 
of personal hardware and better protect client 
data where it may be held. 
	 Does the firm’s software and hardware 
design include detection and prevention 
measures? Remember that in 2020, 21% of 
law firms reported to the ABA that they did 
not know whether they had ever been the vic-
tim of a data breach. This is opposed to IBM’s 
2022 reports stating that for “83% of compa-
nies, it’s not if a data breach will happen, but 
when. Usually more than once.”  That same 
report noted that in 2022 it took an average of 
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287 days to identify and contain a breach, and 
the average containment time was 80 days. 
Id. On average, then, it took more than 200 
days for the average victim to learn that they 
had been breached. If a breach cannot be pre-
vented, it must be detected as soon as possible 
so hackers are not at their leisure to review a 
firm’s data and decide how best to exploit it.
	 Finally, has a firm identified proce-
dures for how to respond to a breach? Must 
it notify government agencies? Must it notify 
its clients? Under what circumstances might 
it agree to pay a ransom? Does it know how 
to pay one, if necessary? How will it obtain 
the use of its data again and remediate its sys-
tems? These questions are among those to be 
answered by an information security plan.

ESTABLISH A PLAN
	 After determining what threats it might 
face, what information it holds that might be 
threatened, and assessing the risk of any of 
those threats coming to fruition, the law firm 
and its CISO have the information they need 
to craft a proper information security plan. 
	 For an insurance defense firm, steps in 
that plan might include:

	 Mapping where their data reside: Such 

a map will include all devices, systems, 
and facilities that might use data pro-
vided by an insurance carrier, or data 
gathered while defending an insured. 

	 Establishing controls to authenticate 
users: Proper controls ensure that only 
authorized persons can view, change, 
and otherwise use sensitive data. This 
can include easy-to-implement steps 
such as requiring multi-factor authen-
tication. Anyone who has logged into 
an online banking site will be familiar 
with multi-factor controls. When a 
user enters the proper password, the 
bank responds by sending a code, usu-
ally by text to the user’s cell phone. The 
requirement to enter that code, which 
changes upon every use, is the sec-
ond factor that authenticates the user. 
Biometric information can also be used 
to create multi-factor controls.

	 Putting proper physical restrictions 
in place: Examples might be locks on 
server room doors or on paper file 
rooms that hold sensitive data.

	 Encrypting nonpublic information: 
Encrypting the hard discs of comput-

ers that access and hold sensitive data 
is one of the least expensive measures 
available but also one of the most effec-
tive. Microsoft makes this available to 
all licensed users, as does Apple.  

	 Purging data: Many lawyers are pack-
rats and loath getting rid of old files. 
But accumulating data and continuing 
to hold it after a case is finished only 
makes the firm a more vulnerable tar-
get and increases the damage that can 
be caused by a breach. Establishing 
procedures to securely dispose of data 
that is no longer necessary should be 
part of any information security plan. 
A CISO or other certified person can 
help set up procedures that comply 
with state and federal law.

	 Testing the plan: Many 
CISOs or vendors can assist 
the firm with tabletop exer-
cises, designed to simulate a 
breach and to test the firm’s 
response to that breach. A 
firm that has undergone one 
or more of such exercises 
is much more prepared if a 
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real breach occurs.

	 Knowing who to notify, when, and how: 
The term “breach” may have a defined 
meaning under different statutes or 
regulations. Under Kentucky’s breach 
notification statute (KRS 365.732(2)), 
for example, a company must notify 
any Kentucky resident whose person-
ally identifiable information was taken 
from its computer system, “in the most 
expedient time possible and without 
unreasonable delay,” although delays 
for law enforcement purposes may be 
permissible. But a breach need not be 
disclosed to consumer reporting agen-
cies or credit bureaus unless it involves 
the data of more than 1,000 persons. A 
breach affecting information governed 
by the Health Insurance Portability and 
Accountability Act must be reported to 
the Office of Civil Rights, local media, 
and affected individuals if unsecured 
data from more than 500 individuals is 
involved. 45 C.F.R. § 164.406(a). These 
different examples provide a glimpse 
into how complex the laws governing 
breach notification can be. 

ETHICAL CONSIDERATIONS
	 Finally, understanding data privacy con-
cerns and the implications of Kentucky’s new 
Act may be more than just “good business” 
for insurance defense firms – it may also be 
necessary to comply with certain ethical obli-
gations. A few distinct rules come to mind 
in this context. Ky. Sup. Ct. Rule 3.130(1.1) 
(Competence) requires attorneys to possess 
“the legal knowledge, skill, thoroughness and 
preparation reasonably necessary for the rep-
resentation.” SCR 3.130(1.1). The commen-
tary to this Rule states that “[t]o maintain 
the requisite knowledge and skill, a lawyer 
should keep abreast of changes in the law and 
its practice, including the benefits and risks 
associated with relevant technology…” SCR 
3.130(1.1(6)). It seems clear that the ethical 

rules also require lawyers – at a minimum – 
to (1) monitor for data breaches, (2) stop a 
detected breach and restore their systems if 
a breach occurs, and (3) determine how the 
breach occurred. 
	 Also relevant is SCR 3.130(5.1), which 
requires lawyers with managerial authority 
to ensure that their firms take reasonable 
measures to make sure all attorneys and 
staff conform to the Rules of Professional 
Conduct, including SCR 3.130(1.1)’s duty 
to keep abreast of technology changes. SCR 
3.130(5.1). 
	 Regarding breach notification specifi-
cally, ABA Formal Ethics Opinion 95-398 
provides that notice must be given to a firm’s 
clients if a breach of the duty of confidential-
ity was committed by or through a third-party 
vendor or other service provider. This duty 
arises from SCR 3.130(1.4), which addresses 
communication with clients and provides 
that “[a] lawyer shall explain a matter to the 
extent reasonably necessary to permit the cli-
ent to make informed decisions regarding the 
representation.” SCR 3.130(1.4). Other ethical 
rules may apply depending on the context of 
the breach.
 
CONCLUSION
	 To be clear, the Act does not directly reg-
ulate lawyers or law firms. It is directed only 
to strengthening and maintaining insurers’ 
cyber readiness. Some defense counsel may 
not even notice a difference after the imple-
mentation of the statute. But it has been the 
experience of our firm, in states where similar 
statutes or regulations have been in place for 
a few years, that the statute will significantly 
affect insurance defense firms. Insurers who 
take the requirements of the statute seriously 
know they must attest that their vendors are 
cyber secure. Because the statute is specific 
about what constitutes the secure handling of 
private information, it makes sense for defense 
firms to consider its language when looking 
at their own cybersecurity. The Act contains 

other requirements, but the ones listed above 
are the most important for defense counsel to 
consider. Keeping the requirements of the Act 
in mind, defense firms must consider their 
own security plans to be prepared to answer 
the questions insurers will be asking to com-
ply with the Act.
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